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VAXD + VAXD_VM
Static and Live Whole-Machine Reverse Engineering
Analyse executables, firmware and live Windows systems. Freeze execution, inspect and 
disassemble live memory, patch code or data, then continue running.

VAXD - from executable disassembly to live machine analysis
VAXD is a compact Windows analysis and patch-assistance environment for native PE files, .NET applications, embedded firmware, 
Linux ELF binaries and raw machine code. VAXD_VM adds a second perspective: instead of looking only at the file on disk, run the 
software inside a virtual computer and freeze the complete machine when the interesting state appears.

VAXD - analyse the file
PE inspection, x86/x64 disassembly, .NET C# decompilation, 
IL and resource inspection, multi-CPU firmware analysis, hex 
editing, patch planning and a native debugger in one 
application.

VAXD_VM - analyse the running system
Run Windows or Linux as a portable VM. With the licensed 
analyser, freeze the guest, inspect processes and physical 
RAM from outside the operating system, patch live code or 
data, then resume execution.

DON'T JUST DISASSEMBLE THE EXECUTABLE.

DISASSEMBLE THE COMPUTER RUNNING IT.

What problems does it solve?

•  Runtime-only or unpacked code and decrypted data

•  Fast triage of unknown executables

•  Debugger-sensitive targets

•  Static and live analysis without a chain of unrelated tools

Licensing
Both VAXD and VAXD_VM are included in the paid licences. No separate VAXD_VM purchase is required.

FREE / EVALUATION €0 Evaluate both products. VAXD_VM can also be used as a compact portable 
VM host; some save, export and modification functions require a paid licence.

PERSONAL €49.99 Per user. Individual, hobby, educational and non-commercial use.

PROFESSIONAL €149 Per seat. Professional, commercial, consulting and internal company use.

SITE / LAB / CLASSROOM from €499 Multi-user licensing for teams, laboratories and classrooms.

vma-broadcast.com/vaxd-vaxd_vm/
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VAXD

VAXD - file analysis
Start with the binary itself: identify structure, imports, suspicious indicators and high-entropy regions before spending time on 
manual reversing.

File Analyser - risk-oriented findings
Findings are collected with severity, confidence, technique, evidence and file location. It gives a quick first pass over a target and provides concrete 
places to investigate next.

Sections, hashes and entropy
The section view combines file identity, hashes and a visual entropy map. 
High-entropy areas can point to packed, compressed or encrypted content 
that deserves closer inspection.

Imported DLLs and APIs
Imported libraries and functions are shown together, making it easy to 
recognise likely capabilities such as registry access, networking, 
multimedia, USB or hypervisor interaction.

The point is not to replace judgement with a score. The File Analyser is there to shorten the route from “what is this?” to the specific 
import, string, section or code path worth examining.
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VAXD

VAXD - code, .NET and debugging
Move from high-level managed code to reconstructed forms, native disassembly and runtime debugging without changing 
applications.

.NET C# decompiler / editor
Browse assemblies by type and method and reconstruct managed code as 
readable C#. The selected method can be inspected together with IL and 
the patch workflow.

.NET Windows Forms inspection
Reconstructed forms show the original UI layout while the control table 
exposes names, captions, coordinates, sizes and events. Event handlers 
can be followed back into code.

Native x86/x64 disassembly
Functions, instructions, raw bytes and branch-flow arrows are kept in the 
same view. Cross-references and patch state remain close to the 
instruction being analysed.

Integrated native debugger
Launch or attach, run, pause and single-step while watching runtime 
disassembly, live hex, registers, stack, call stack and threads. Static and 
runtime bytes can be compared directly.

VAXD is intended to stay practical: use static analysis when it answers the question, and move to runtime inspection only when the 
program itself becomes part of the evidence.
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VAXD_VM

VAXD_VM - portable virtual machine host
The VM is useful before the analyser is even opened: a compact way to run isolated Windows or Linux guests without 
installing a conventional desktop hypervisor package.

Setup and host integration
Guest profile, memory, HDD image, ISO, read-only host folder, bridged networking, serial-port mapping and WinUSB passthrough are configured from 
one page. The emphasis is on a small, transparent lab VM rather than a virtualisation management stack.

Linux guest
Ubuntu running at 1920×1080 inside the VM. The same host can be used 
for ordinary Linux testing, browsing or tools when no Windows-specific 
analysis is required.

Windows 10 guest
A normal Windows 10 desktop and application running inside VAXD_VM. 
For casual testing of unknown executables, the free VM-host capability can 
be useful on its own.

The difference appears when deeper investigation is needed: the same virtual computer can be frozen and examined externally. No 
debugger or analysis agent has to be installed inside the guest.
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VAXD_VM

VAXD_VM - live whole-machine analysis
Let the target reach the state you care about, freeze the complete VM, investigate the memory that actually exists at that 
moment, then resume.

Process-aware disassembly from guest memory
After Windows discovery, select a process and module and disassemble code directly from the frozen guest address space. Patches, breakpoints and 
register context stay tied to the captured machine state.

Whole physical RAM / entropy map
The entire guest RAM is mapped as blocks rather than treated as one 
opaque multi-gigabyte dump. Entropy and content patterns help locate 
regions worth opening in the hex or disassembly views.

RAM activity map
While the VM runs, changing pages are visualised across physical 
memory. Active areas stand out before the machine is frozen, helping 
narrow the search for code, data and device activity.

RUN  →  FREEZE  →  DISCOVER  →  ANALYSE / PATCH  →  RESUME
Static analysis tells you what the file contains. Live machine analysis shows you what actually exists during execution - including 
unpacked code, runtime-decrypted data, generated code and state that never appears in the original executable.

VAXD + VAXD_VM
One package. Two different perspectives. Start with the file; move to the live machine when the problem demands it.

Free / Evaluation €0   •   Personal €49.99   •   Professional €149   •   Site / Lab / Classroom from €499
vma-broadcast.com/vaxd-vaxd_vm/



