VMA Broadcast / VAXD + VAXD_VM

VAXD + VAXD_VM

Static and Live Whole-Machine Reverse Engineering

Analyse executables, firmware and live Windows systems. Freeze execution, inspect and
disassemble live memory, patch code or data, then continue running.

VAXD - from executable disassembly to live machine analysis

VAXD is a compact Windows analysis and patch-assistance environment for native PE files, .NET applications, embedded firmware,
Linux ELF binaries and raw machine code. VAXD_VM adds a second perspective: instead of looking only at the file on disk, run the
software inside a virtual computer and freeze the complete machine when the interesting state appears.

VAXD - analyse the file VAXD_VM - analyse the running system
PE inspection, x86/x64 disassembly, .NET C# decompilation, Run Windows or Linux as a portable VM. With the licensed
IL and resource inspection, multi-CPU firmware analysis, hex analyser, freeze the guest, inspect processes and physical
editing, patch planning and a native debugger in one RAM from outside the operating system, patch live code or
application. data, then resume execution.

DON'T JUST DISASSEMBLE THE EXECUTABLE.

DISASSEMBLE THE COMPUTER RUNNING IT.

What problems does it solve?

Runtime-only or unpacked code and decrypted data Debugger-sensitive targets

Fast triage of unknown executables Static and live analysis without a chain of unrelated tools
Licensing
Both VAXD and VAXD_VM are included in the paid licences. No separate VAXD_VM purchase is required.
FREE | EVALUATION €0 Evaluate both products. VAXD_VM can also be used as a compact portable

VM host; some save, export and modification functions require a paid licence.

PERSONAL €49.99 Per user. Individual, hobby, educational and non-commercial use.
PROFESSIONAL €149 Per seat. Professional, commercial, consulting and internal company use.
SITE /| LAB | CLASSROOM from €499 Multi-user licensing for teams, laboratories and classrooms.
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VAXD

VAXD - file analysis

Start with the binary itself: identify structure, imports, suspicious indicators and high-entropy regions before spending time on
manual reversing.

B\ VAXD - VAXD_Csharp Demo.exe = u] x

File Analyser  Disassembler .NET Decompiler / Editor PE Resources / Forms  Hex Edior Debugger Patch Manager

Summary General Scores Evidence Suspicion Sections Imports Strings Resources Headers Security Cenfidence
“oroe | |

1

severity conf  strength category Technique Finding Evidence Location

Medium wWedium  stringonly Anti-analysis T1497 / T1822  Anti-analysis/debugger string ida VA BXPEEEEERBBB4EIFEL / file exee...
Medium wMedium  stringonly Filesystem File/path indicator c:\pemo\input . video VA BX82EEEEPBBB4EADCC / file oxee...
Medium Medium  Stringonly Filesystem File/path indicator €:\Demo\output.mps VA x0000000000404E62 / file @xg0...
Medium Medium  Stringonly Filesystem File/path indicator D:\GneDrive\Desktop\VAXD_Lic bitRelea... VA / file exee...
Medium Medium  Stringonly Network Ti1es Domain indicator Myapplication.app VA x00000000004264F5 / file oxee...
Medium wigh MethodBody Registry Ti112 JNET method uses registry aPIs microsoft.winzz.Registry, Registrykey, opensubkey VAXD_LicenseLesson.Licensecore.Ge. ..
Medium wedium  stringonly Registry Ti112 JNET registry API/type string opensubkey VA BXEBee8ePRBRs847Ts / file @xee...
Medium Low stringonly Registry Ti112 JKET registry API/type string Registrykey VA Ox0ee0000000424782 / file @x0l...
Medium Medium  Stringonly Registry Ti112 Registry path fragment SOFTWARE\Microsof t\Cryptography VA x00000000004247F6 / file oxee...
Low Low stringonly crypte / Encoding crypto/enceding string 5HA256 VA exeeeeeeeeseseiDre / file exee...

| Behaviour Summary

Loaded: D:AOneDrive - Nercam\Docy P x64-x86 Di D\Temp\VAXD_Csharp Demo.exe

File Analyser - risk-oriented findings
Findings are collected with severity, confidence, technique, evidence and file location. It gives a quick first pass over a target and provides concrete
places to investigate next.
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Sections, hashes and entropy Imported DLLs and APIs

The section view combines file identity, hashes and a visual entropy map. Imported libraries and functions are shown together, making it easy to
High-entropy areas can point to packed, compressed or encrypted content recognise likely capabilities such as registry access, networking,

that deserves closer inspection. multimedia, USB or hypervisor interaction.

The point is not to replace judgement with a score. The File Analyser is there to shorten the route from “what is this?” to the specific
import, string, section or code path worth examining.
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VAXD

VAXD - code, .NET and debugging

Move from high-level managed code to reconstructed forms, native disassembly and runtime debugging without changing
applications.
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.NET C# decompiler / editor .NET Windows Forms inspection

Browse assemblies by type and method and reconstruct managed code as Reconstructed forms show the original Ul layout while the control table
readable C#. The selected method can be inspected together with IL and exposes names, captions, coordinates, sizes and events. Event handlers
the patch workflow. can be followed back into code.

N VA0 VAID-Mhere

P s Dasenter NET Oncomper/ B PE s/ ums HxEtor DtugprPatch Mo

Native x86/x64 disassembly Integrated native debugger

Functions, instructions, raw bytes and branch-flow arrows are kept in the  Launch or attach, run, pause and single-step while watching runtime
same view. Cross-references and patch state remain close to the disassembly, live hex, registers, stack, call stack and threads. Static and
instruction being analysed. runtime bytes can be compared directly.

VAXD is intended to stay practical: use static analysis when it answers the question, and move to runtime inspection only when the
program itself becomes part of the evidence.
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VAXD_VM - portable virtual machine host

The VM is useful before the analyser is even opened: a compact way to run isolated Windows or Linux guests without
installing a conventional desktop hypervisor package.

& VAXD WM - Virtual Machine & x86/x64 Analyzer - a X 1
[ PUM ANALYSER
% Windows Hypervisor Platform PC with integrated VAXD x86/x64 analysis - Build 20260913
Initialize Boct HDD Boot CD / ISO Stop VM Close VM About / License
‘ Machine status
WHP: Ready to check RAM: 4096 MB guest RAM Guest0S:  Linux © Memory: 4096 ME ~
| yM: Not initialized vCPU:  1xBdvirtual processor - Linux profile e Intel HD Audio “
Storage and boot media
HDD image: DAVAXD_VM\Ubuntu.img Browse... New...
CDISO: Browse...
Host folder (RO): Browse...
Network: Bridged (Npeap - LAN exposed) ~ Hostadapter Ethernet - Realtek Gaming 2.5GbE Family Controller «| D02 Reset NIC ID
COM1 -> host: ComM1 ~ 165304, |70 03F8h, IRQ4 - uses the Windows inbox serial driver
UsB: 8 Pass WinUSB devices to VM USE 2.0 EHCI passthrough; all compatible WinUSE devices are exposed ta Win7, Win10 or Linux guests and hot-plugged automatically.
Guest display: VM tab VAXD analyser: AMALYSER tab

Setup and host integration
Guest profile, memory, HDD image, ISO, read-only host folder, bridged networking, serial-port mapping and WinUSB passthrough are configured from
one page. The emphasis is on a small, transparent lab VM rather than a virtualisation management stack.

G:

BeEPON s

Linux guest Windows 10 guest

Ubuntu running at 1920x1080 inside the VM. The same host can be used A normal Windows 10 desktop and application running inside VAXD_VM.
for ordinary Linux testing, browsing or tools when no Windows-specific For casual testing of unknown executables, the free VM-host capability can
analysis is required. be useful on its own.

The difference appears when deeper investigation is needed: the same virtual computer can be frozen and examined externally. No
debugger or analysis agent has to be installed inside the guest.
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VAXD_VM - live whole-machine analysis

Let the target reach the state you care about, freeze the complete VM, investigate the memory that actually exists at that
moment, then resume.

N VAXD_VM - Virtusl Machine & x86/x64 Analyzer - 0 x

SETUP VM ANALVSER

Freeze Resume STEP | SAVE LOAD | Refresh GotoRIP | DiscoverWindows Process: [Soltaie.exe [2116] |+ Module: Solitaire.exe @ 040 = | Space: Virtual (cument CR » CPU: 32-bit « | Adgress: 0x000000000030D402 Go | About / License

Dissssembler Strings Pseudocode HexEditor Global RAM Memory Map / Entropy RAM Activity Machine State Managec RAM Network USB  Rs232
Fodule Name Start Type Address Instruction Bytes

L 0x0000000000300426 | call 0x30CDFO E8320532F932FF 32FF

Solitaire.exe |sub_308242 0x00000000RO30B242 | Call t £x000000000030D428 | db OxBA &
Solitaire.exe |sub_36CC50 0xG00000000030CCE0 | Call t 0x000000000030D42C | ret a
Solitaire.exe |sub_30CCC3 0x000000000030CCC3 | Call £ 0x000000000030D42D | call 0¥9C98DD E832AB320432683200
Solitaire.exe |sub_30CD80 6x600000000030CDE0 | Call © 0x000000000030D432 | ret a
Solitaire.exe |sub_30CDF8 6x000000000030CDF0 | Call T 0x000600000030D433 | push esi s6
Solitaire.exe |sub_30CELC 6x06000000RA3OCEIC | Call T 0x080606000030D434 | mov esi, ecx 8B32F1
Solitaire.exe |sub_38CES8 exeepooepepIECESD  |Call t ox0e0000000038D436 | mov ecx, [esi] sB320E
Solitaire.exe | sub_30cre3 oxoooooooeosacFes  |Call t ox0000000000300438 | test ecx, ecx 853209
Solitaire.exe | sub_30CF21 oxoooooooeesacF2l  |Call t | oxoeccccooc03e0aza | je excepas 743218
Solitaire.exe | sub_3000F8 oxcoooooooeoseDers  |Call t 0x000000000030043C | call 0x30CDE0 E8323F32F932FF 32FF
Solitaire.exe | sub_30D12F oxoooo000Ro3eDI2F  |Call € ox0000000000300441 | db 0xB4 )
Solitaire.exe | sub_300260 oxoooooooeeseDzEe  |Call € oxoe00a00000300442 | db OxCO co
Solitaire.exe | sub_3002F0 oxooooooeeeseDzFe  |Call t || oxoococo0c03o0aas | je exsepass 743206
Solitaire.exe | sub_300317 oxcooooooeee3eDsl7  |Call t 0x0000000000300445 | xor ecx, ecx 333209
Solitaire.exe | sub_30038E oxoooooooee3eDsBE  |Call € 0x0000000000320447 | mov [esil, ecx s9320e
Solitaire.exe | sub_300402 oxooooooeeezeDie2  |Call t |- | exoecoco0003e0aas | jmp ex3eDa4D es3202
Solitaire.exe |sub_300433 oxoooooooee3eDa3s  |Call € >| exoooome0000300448  |mov ecx, [esi] ss320e
Solitaire.exe |sub_300459 oxeooooooeee3eDisy ol t »| exooomeo00e3eDaaD | test ecx, ecx 853209
Solitaire.exe |sub_300478 oxgooooooeee3eDa7E  |Call t || oxoecoco0c03enaar | e exsepas? 743206
Solitaire.exe |sub_300457 oxcoooooooee3eDiET  |Call t ox0000000000300451 | pop esi. se
Solitaire.exe |sub_30056D oxgooooooeeezeDseD ol t oxoecoace0003eDis2 | jmp Ox3ECOFE £9320932F932FF 32FF
Solitaire.exe |sub_30054F 0xG0000000R030DS4F | Call £ 5| £x000080000030D457 | pop esi se
Solitaire.exe |sub_300576 0x0000000000300576 | Call t 0x000000000030D458 | ret a
Solitaire.exe | sub_300686 6x600000000030D656 | Call t 0x0000000000300459  push ebp 55
Solitaire.exe | sub_3806C6 6x00000000003006C6 | Call © 0x000000000038D45A | mov ebp, esp 8B32EC
Solitaire.exe |sub_300818 6x0000000R03ODE18 | Call t 0x080606000038D45C | b 0XB3 5
Solitaire.exe |sub_30085C exgeepooepeE3EDESC  |Call t 0x000000000038D45D | b OXE4 e
Solitaire.exe |sub_3006C0 oxcoooooooeo3eDECo  |Call € 0x000000000030D4SE | db 0xF3 s
Solitaire.exe | sub_30080E oxcoo0000000300E0E  |Call € 0x000000000030045F | mov ecx, [ecx] sB3209
Solitaire.exe |sub_30093D oxoooooooee3eDasD  |Call € oxoo00000000300451 | test ecx, ecx 853209
Solitaire.exe | sub_300950 oxoooooooeoseDase  |Call t 0x000000000030D453 | j Ox30D4GA 743205
Solitaire.exe | sub_300CC1 oxoooooo0Re3EDCCI ol € | exoooome000030D46A  |mov esp, ebp sB32e5
Solitaire.exe | sub_300CEE oxoo00000R03ODCEE | Call € 0x000080000032D45C | pop <bp s
Solitaire.exe |sub_300051 oxoooooooee3e0DE]  |Call € e T—
Solitaire.exe |sub_30000C oxcoo0o000ee3E0DDC ol €
Solitaire.exe | sub_300EA8 oxoooo00oRo3eDEAs  |Call € state Space Address Original Patched Descrption
Solitaire.exe |sub_30DEB4 oxoooooooeo3eDEBs  |Call €
Solitaire.exe | sub_30DEEA oxoooooooRo3eDEEA  |Call €
Solitaire.exe | sub_300F5E oxeooooooeeo3eDFEE |Call €
Solitaire.exe | sub_300FD5 oxoo00000eo30DFDs | Call €
Solitaire.exe | sub_30E004 0xG00000000030E00A | Call t
Solitaire.exe |sub_30E032 0x000000000030E032 | Call £
Solitaire.exe |sub_30E063 6x600000000030EGE3 | Call ©
Solitaire.exe | sub_30E06E 6x000000000030EG6E | Call T
Solitaire.exe |sub_30E086 6x060000000030EGBE | Call T
Solitaire.exe |sub_30E0EA exee000R0ROIOEREA  |Call T

VM frozen/stopped - analyser memory access available.

Process-aware disassembly from guest memory
After Windows discovery, select a process and module and disassemble code directly from the frozen guest address space. Patches, breakpoints and
register context stay tied to the captured machine state.

RAM activity ma|

While the VM runs, changing pages are visualised across physical
memory. Active areas stand out before the machine is frozen, helping
narrow the search for code, data and device activity.

Whole physical RAM | entropy map

The entire guest RAM is mapped as blocks rather than treated as one
opaque multi-gigabyte dump. Entropy and content patterns help locate
regions worth opening in the hex or disassembly views.

RUN - FREEZE - DISCOVER - ANALYSE/PATCH - RESUME
Static analysis tells you what the file contains. Live machine analysis shows you what actually exists during execution - including
unpacked code, runtime-decrypted data, generated code and state that never appears in the original executable.

VAXD + VAXD_VM

One package. Two different perspectives. Start with the file; move to the live machine when the problem demands it.
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